CYBERWAR: A MILITARIZACAO DA INTERNET

Militarizacao das redes,
microeconomia do controle e
vigilancia massiva

Sergio Amadeu da Silveira
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Cryptorave 2014 Sdo Paulo

John Arquilla e David Ronfeldt:

“Preparacao para o conflito neste
mundo exigird a mudanca para novas formas de
organizacao... a informacao € o conhecimento estao se
tornando os elementos-chave
do poder.”



Cryptorave 2014 Sdo Paulo

John Arquilla e David Ronfeldt:

“Isso 1mplica, entre outras coisas,
de que Marte, o antigo deus da for¢a bruta ¢ da guerra,
deve dar lugar a Atena, a bem armada deusa da sabedoria.
Aceitar Athena como patrona desta era da informacao
representa um primeiro passo, nao sO para a preparacao
para conflitos futuros, mas também para preveni-los.”
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John Arquilla e David Ronfeldt:

Fronteira terrestre
Fronteira maritima
Fronteira aérea
Fronteira aeroespacial
Fronteira interna
Fronteira ciberespacial
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O trafego global de dados na internet
podera atingir 1,4 zettabytes por ano, ate 2017, indice
trés vezes superior ao observado em 2012.

Base: pesquisa Visual Networking Index,
realizada anualmente pela multinacional americana Cisco
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Um Zettabyte

¢ uma unidade de informa¢ao ou memoria. Corresponde a
1.000.000.000.000.000.000.000 (10*") Bytes.

Fonte: wikipedia



Multiplos do byte
Prefixo binario {(1EC) Prefixo do Sl

Nome Simbolo Miultiplo Nome Simbolo Miltiplo
0

-

byte B 2 byte B 10

kibibyte KiB 219 kilobyte kB 10°
mebibyte MiB 220 megabyte MB 10°
gibibyte GiB 230 gigabyte GB 10°
tebibyte TiB 290 terabyte TB 1012
pebibyte  PiB 2°0  petabyte PB 10>
exbibyte EiB st exabyte EB 1018
zebibyte ZiB 2’0 zettabyte ZB 10°t
yvobibyte YiB 280 yottabyte YB 1027



Cada zettabyte equivale a

1 trilhdo de gigabytes.

Equivalente a 1 bilhdo de
DVDs assistidos por dia
durante um ano inteiro.
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Cryptorave 2014 Sdo Paulo

A CIBERGUERRA NAO TEM FRONTEIRAS...
NAO RESPEITA CIDADAOS, NEM INSTITUICOES...
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Militarizacao da Internet:

A vigilancia massiva se realiza a partir da entrega de

nossas informacoes para um conjunto de corporagoes de
TI
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Telecommunications Industry
Association (TIA):

“The ICT 1ndustry 1s very aware
of the cyber threats being faced by U.S. institutions,
and 1t continues to play an important role in
detecting, preventing, mitigating, and responding to
those rapidly changing threats.”
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persuasive soft power
&
military hard power
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Politica de Privacidade do Windows 8 e do Windows
Server 2012

Destaques Politica Suplemento sobre Recursos Suplemento sobre Servidores

Ultima atualizacdo: agosto de 2012 I

Nesta pagina

Coleta e uso de suas informacgoes

Coleta e uso de informacoes sobre o seu computador
Seguranca das informacoes

Mudanc¢as nesta politica de privacidade

Para saber mais
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Coleta e uso de suas informacoes

As informacoes pessoais que coletamos de vocé serao usadas pela Microsoft e suas subsidiarias e afiliadas controladas para habilitar os
recursos que voce utiliza e para prestar os servicos ou desempenhar as transacoes que voceé solicitou ou autorizou. Essas informacoes
também podem ser usadas para analisar e melhorar os produtos e servicos da Microsoft.

Salvo conforme descrito nesta politica, as informacées pessoais fornecidas por vocé nao serao transferidas a terceiros sem o seu
consentimento. Ocasionalmente, a Microsoft contrata outras empresas para prestar servicos limitados em seu nome, como a realizacao de
analises estatisticas dos nossos servicos. A essas empresas, forneceremos somente as informacoes pessoais das quais elas necessitam para
fornecer o servico, e elas estao proibidas de usa-las para qualquer outra finalidade.

A Microsoft pode acessar ou divulgar informac¢des sobre vocé, incluindo o conteldo de suas comunicacdes, para: (a) cumprir a lei ou
responder a solicitacdes legitimas ou processos judiciais; (b) proteger os direitos ou a propriedade da Microsoft ou dos nossos clientes,
incluindo a aplicacao dos nossos contratos ou politicas que regem o uso dos softwares, ou (c) adotar providéncias quando acreditarmos, de
boa fé, que esse acesso ou divulgacao seja necessario para proteger a seguranca pessoal dos funcionarios da Microsoft, dos clientes ou do
publico em geral.

As informacoes coletadas por ou enviadas para a Microsoft pelo Windows 8 poderao ser armazenadas e processadas nos Estados Unidos
ou em qualquer outro pais no qual a Microsoft ou suas afiliadas, subsidiarias ou fornecedores de servicos mantenham instalacdes. A
Microsoft seqgue a estrutura de "safe harbor" (porto seguro) estabelecida pelo Departamento de Comércio dos Estados Unidos da América

N

para a coleta, o uso e a retencao de dados coletados na Uniao Europeia, Area Econdmica Europeia e Suica.

N P . .
¥ Inicio da pagina

Coleta e uso de informacoes sobre o seu combnutador

(v

[4]






THE BUREAU [ Tin B

Get updates in your email

About Us  Current Investigations  Archive  Comment

Drone Warfare
More than 2,400 dead as Obama’s drone
Campalgn marks fnfe Yeal'S US should gather accurate

drone civilian casualty
data, says military analyst

April 10 @ 1:55pm

Latest stories

57 40
W Tweet g+ Email This

January 23, 2014 by Jack Serle ‘ ‘
Published in: All Stories, Covert Drone War, Drone Warfare 1,947 A5k

Ask the experts:
Deprivation of citizenship
Q&A

April 9 @ 11:06am

Lords deal blow to Home
Office plans to make terror
suspects stateless

April 8 @ 11:41am
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H.R.624 - Cyber Intelligence Sharing and Protection Act

113th Congress (2013-2014)

BILL

More on This Bill

Sponsor: Rep. Rogers, Mike J. [R-MI-8] (Introduced 02/13/2013) Constitutional Authority
- - Statement
PONSOrs: 37 )
CBO Cost Estimates
Latest Action: 04/22/2013 Received in the Senate and Read twice and referred to the Select Committee on
Intelligence.
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What if the sites you love
were turned against you?

facebook / s \ ““? O O@l e
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You'Tube \ /?

CISPA turns websites
iInto government spies.

Don't let it happen. Share this flyer. Join the protest.
SitesNotSpies.org Spring 2013



CISPA

O projeto de le1 CISPA quer legalizar
a articulacdo entre as empresas € o governo federal
para compartilhar informacoes com a finalidade de
prevenir ou organizar a defesa diante de ataques
cibernéticos.



CISPA

O projeto CISPA autoriza
expressamente o monitoramento de nossas
comunicacoes privadas. Fo1 escrito de uma forma tao
abrangente que permitird que as empresas entreguem
grandes conjuntos de informacao pessoais as agéncias
de inteligéncia sem nenhuma
fiscalizagao judicial.



CISPA

O projeto de le1 CISPA fo1 aprovada
na Camara por 288 votos (92 Democratas ¢
196 Republicanos) contra 127, em 18/04/2013.

Desde 22/04/2013 esta tramitando no
Senado norte-americano.



CISPA

O apo10 ao
projeto de le1 CISPA deixa claro
quais as fronteiras da ciberguerra...

http://intelligence.house.gov/
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Hewdatt-Packard Company
I000 Hanger Strest ,
Palo Altg, CA 34304 - 1112

hi.com
April 17,2013

The Honorable Mike Rogers The Honorable C. A. Dutch Ruppersherger
U.5. House of Representatives U.5. House of Representatives
Washington, D.C. 20515 Washington, D.C. 20515

Dear Chairman Rogers and Ranking Member Ruppersberger:

| am writing to express our strong support of your cybersecurity legislation, H.R. 624,
John Hinshaw the Cyber Intelligence Sharing and Protection Act of 2013,
Executive Vice Presdent
Technelogy & Operations As the world's largest provider of information technology (IT) infrastructure, software,
R 3 services and solutions, HP is acutely aware of and concerned by the significant
cybersecurity threats and challenges facing gowernments, companies and individuals
today.

H.R. 624, The Cyber Intelligence Sharing and Protection Act of 2013, is an important step
to enable critical intelligence sharing on cyber threats between the public and private
sectors. The more actionable and real-time information available to bath industry and
government, the better chance we have to successfully combat cyber adversaries ina
meaningful way. HP supports these positive efforts to enhance our country's defenses
against the many and evolving cyber threats, while still respecting the privacy rights of
all citizens.

We appraciate your bi-partisan leadership in crafting this critical piece of legislation and
look forward to continuing to work with you on this important policy over the coming
manths.

Yours sincerely,

Menu [ kE]P [ C i : BA[*Documento... XYPTORAVE... '@ HP letter.pdf
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Monday, February 18, 2013

The Honorable Mike Rogers The Honorable CA. Dutch Ruppearsberger
'S, House of Representatives L5, House of Representatives
Washington, D.C. 20515 Washington, D.C. 20615

Dear Chalrman Rogers and Ranking Member Ruppersberger,

I am writing to congratulate you for reintroducing the Cyber Intelligence Sharing and
Protection Act, and to call on Congress ta advance this bill towards enactment.

Your blll would remove key legal chstacles to effective bi-directional cybersecurity
Infarmatlon sharing between the government and industry. In particular, Oracle hes
leng called for timely sharing by federal agencies with the private sector of
actionable information about the most advanced cyber threats, which your bill
promates,

Additionally, it would address key liability concems that are known to inhiblt
Infarmation sharing by companies in certain circumstances. We also appreciate that
it preserves the voluntary nature of information sharing, as you have recognized
that any rigid mandate would undermine the trust that Is the foundation of
successful public-private cybersecurity collaboration.

Finally, we commend you for your commitment to ensuring that cybersecurity
information sharing legislation effectively safeguards privacy, as privacy is an
important concern of ours. We look forward to continuing to weork with you and
other interested parties to ensure the bill includes strong privacy protections,

Thank you for leadership on this and other important Issues. My colleagues and |
look forward ta continuine to work with vou.

CISPA_LETTE... [ marco civil no... #][Terrorismo D... [E3[*Documento... I [CRYPTORAVE...
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February 12, 2013

The Honorable Mike Rogers The Honorable C.A. Dutch Ruppersberger
U.5. House of Representatives U.5. House of Representatives
Washington, D.C. 20515 Washington, D.C. 20515

Dear Representatives Rogers and Ruppersberger:

On behalf of Intel Carparation, | am writing to support the reintroduction of the “Cyber Intelligence
Sharing and Protection Act of 2013." We applaud you for adopting a voluntary and non-regulatory
approach to improving cybersecurity that incentivizes industry participation by providing much-needed
legal certainty and liability protections to businesses engaged in responsible information sharing practices,
and leverages existing public-private partnerships rather than creating new bureaucracies.

Intel recognizes that we cannot further delay in collectively addressing the evolving cybersecurity threats
facing us all. Security is core to our business, and we have been at the forefront of efforts to improve
cybersecurity over the last decade, investing billions of dollars to develop software, hardware, services
and integrated solutions designed to advance cybersecurity across the compute continuum. 5o we
understand that governments, businesses and citizens are facing a cybersecurity threat landscape that has
changed fundamentally over this same period, and that countering these increasingly sophisticated
threats to networks, inteliectual property, and privacy requires the cooperative efforts of government,
industry and NGO stakeholders working together to improve cybersecurity in a way that promotes
innowvation and protects citizens’ privacy and civil liberties.

The “Cyber Intelligence Sharing and Protection Act of 2013" makes critical progress toward achieving
these goals. The bill will help get timely, reliable and actionable threat information into the hands of those
private entities in the best position to do something about those threats, allowing them to better protect
themselves and their customers, and to maximize the effectiveness of innovative security technologies
that can make use of such information in real time. The bill was also amended a number of times prior to
final passage to address concerns raised by the privacy and civil liberties community, including
amendments significantly narrowing the scope of the cybersecurity threat information that can be shared,
and adding important data minimization, retention and notification provisions. While these
improvements are substantial, we understand more work needs to be done, and we urge you to continue
the dialogue with privacy and civil liberties advocates to fully resolve any remaining valid concerns.
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April 3", 2013

The Honorable Mike Rogers The Honorable C.A.Dutch Ruppersberger
U.S. House of Representatives U.S. House of Representatives
Washington, D.C. 20515 Washington, D.C. 20515

Dear Representatives Rogers and Ruppersberger:

On behalf of McAfee, I am writing to support the reintroduction of the “Cyber
Intelligence Sharing and Protection Act of 2013 (CISPA). McAfee commends you
for the leadership you have shown on cyber security, as you have educated your
colleagues on the nature of the cyber threat and once again crafted a thoughtful piece
of legislation.

CISPA gives the federal government new authority to share classified cyber threat
information with approved companies so they can better protect themselves and their
customers from cyber-attacks. The bill also empowers participating businesses to
share cyber threat information with others in the private sector and enables the
private sector to voluntarily share information with the government.

Leading information technology companies, security providers and their customers

are uniquely positioned to act as early warning systems that can identify and help
address cvber securitv attacks on a real time bhasis. includine APTs. hotnets and other

rlili Sair da tela cheia
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April 11, 2013

The Honorable Mike Rogers

Chairman

Permanent Select Committee on Intelligence
1.5, House of Representatives

Washington, DC 20515

The Honorable C.A. Ruppersberger

Ranking Member

Permanent Select Committee on Intelligence
.5, House of Representatives

Washington, DC 20515

Dear Chairman Rogers and Ranking Member Ruppersberger:

Symantec supports your and the Committee’s work on the Cyber intelfigence Sharing and Protection Act
of 2013. This bipartisan legislation recognizes the shortfalls of the current information sharing
environment and is an important step toward improved bi-directional, real time information sharing to
mitigate cyber threats. The framework provided in your legislation will encourage the government to
share vital threat information, more rapidly address threats, and aid private industry in protecting our
nation's critical cyber infrastructure. |t also provides the right incentives for industry to voluntarily share
cyber attack indicators with gove rnment.

‘We are pleased that the Committee strengthened the privacy protections in the bill, and we encourage
you to continue working with the privacy and civil liberties community on data minimization and other
issues as the bill moves forward. In addition, we believe that a civilian agency should serve as the
primary inte rface with the private sector for voluntary information sharing programs.

Again, thank you for your commitmenton thisvery important issue. Symantec looks forward to
working with you as this legislation mowes through the legislative process.

Sincerely,

Ao

Cherl F. McGuire
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February 13, 2013
The Honorable Mike Rogers
Chairman
House Permanent Select Commities
on
1.5, House of
Washinglon, DC 20515
Dear Chairman Rogers and Ranking Member Ruppersberger:

mmﬂ-uuﬂlﬂmumml‘huimwﬂlbhhmﬂhmm
of broadband, video and voice services in the U S, Protecting our customers and our networks
from eybersecurity threats is a top priority, Time Wamer Cable supports the “Cyber Intelligence
Sharing and Protection Act” (H.R. 624), which includes important measures o protect our

Nation from the growing and evolving threat of cyber attacks.

mmmuham@mﬁmymmmﬁpw
the public and private sectors. H.R. 624 is a sensible approach that eliminates barriers 1o
unnecessary new regulatory burdens that will only hinder these impartant efforts.
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legislation,
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March 20, 2013

The Honorable Mike Rogers

Chairman

Permanent House Intelligence Committee
United States House of Representatives
Washington, DC 20515

The Honerable C.A. Dutch Ruppersberger
Ranking Member

Permanent Select Intelligence Commitiee
United States House of Representatives
Washington, DC 20515

Dear Chairman Rogers and Ranking Member Ruppersberger:

We are writing in support of H.R. 624, The Cyber Intelligence Sharing and Protection Act of 2013
and commend you both for your efforts on this critically important issue.

No one entity can ensure cybersecurity alone. Cybersecurity has many moving parts, from the
technology itself to legal questions of properly identifying and prosecuting perpetrators in a borderless
Internet environment. Only by working together will we address this continuing threat.

Motorola Solutions advocates for a continued public-private partnership in addressing issues of
cybersecurity; supports the information sharing efforts that your legislation promotes; as well as
maintaining a balanced approach to performance requirements that deal with the daily evolving
challenges the nation faces.
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CISPA.:

Airlines for America
American Bankers Association
American Chemistry Council
American Fuel & Petrochemical Manufacturers
American Gas Association
American Public Power Association
ASIS International
Association of American Railroads
AT&T
Boeing
BSA
Business Roundtable



CISPA.:

Canadian Electricity Association
Century Link
Chamber of Commerce
Ciena
The Clearing House
Comcast
Comptel
Consumers Bankers Association

Consumers Energy
CSC



CISPA.:

CTIA-The Wireless Association
Edison Electric Institute
Electric Power Supply Association
Electricity Consumers Resource Council
Electronic Funds Transfer Association
Electric Power Supply Association
EMC
Exelon Corporation
Financial Joint Trades
Financial Services Information Sharing and Analysis

Center (FSISAC)



CISPA.:

GridWise Alliance
E
IBM
Information Technology Industry Council
Institute Transmission Access Policy Study Group
Intel
Internet Security Alliance
Joint Broadband Providers
Juniper Networks
Large Public Power Council




CISPA.:

McAfee

Motorola Solutions
NACHA - The Electronic Payments Association
National Association of Manufacturers

National Association of
National Business Coal

Regulatory Utility Commissioners
1tion on E-Commerce & Privacy

National Cable & Te

lecommunications Association

National Rural Electric Cooperative Association
Nuclear Energy Institute



CISPA.:

ORACLE
Pepco
Securities Industry and Financial Markets Association
(SIFMA)
Software & Information Industry Association
Symantec
TechAmerica

TechNet



CISPA.:

Telecommunications Industry Association (TIA)
Time Warner Cable
Transmission Access Policy Study Group
USTelecom, the Broadband Association
Verizon
Visual Data Software
XOCommunication



CISPA.:

Telecommunications Industry Association (TIA)
Time Warner Cable
Transmission Access Policy Study Group
USTelecom, the Broadband Association
Verizon
Visual Data Software
XOCommunication
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HA UMA MICROECONOMIA DA INTRUSAO,
INTERCEPTACAO E RASTAREAMENTO

HA UMA BIOPOLITICA DA MODULACAO

TECNOLOGIAS CIBERNETICAS SAO
TECNOLOGIAS DE CONTROLE
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TECNOLOGIAS DE CONTROLE
SAO AMBIVALENTES

... ESTA E A BASE DA HIPERTROFIA
E DO HACKING...
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O QUE PODE SER FEITO?
- USAR CRIPTOGRAFIA NO DIA-A-DIA;

- DIFICULTAR A CAPTACAO DE SUAS
INFORMACOES;

- ATRAPALHAR, CONFUNDIR E BLOQUEAR A
FORMACAO DE SEU PERFIL, DO SEU
PADRAO DE CONSUMO...
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O QUE PODE SER FEITO?

- AJUDAR A DISSEMINAR SOFTWARES
LIVRES;

- UTILIZAR FORMATOS ABERTOS:;
- EXIJA QUAIS INFORMACOES QUE OS

GOVERNOS E CORPORACOES TEM SOBRE
VOCE.
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O QUE PODE SER FEITO?

- DISSEMINE A IDEIA DE GOVERNOS
ABERTOS, COM DADOS DISPONIVEIS E
ACESSIVEIS PARA MAQUINAS:

- DEFENDA A NEUTRALIDADE DA REDE;
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O QUE PODE SER FEITO?

- APOIE AS REDES SOCIAIS LIVRES, ABERTAS
E FEDERADAS;

- DENUNCIE A LEI ANTITERROR.



esta no Facebook.

Para se conectar com Terrorismo De Estado, cadastre-se no Facebook hoje mesmo.

Casusr-se J enar

Terrorismo De Estado

2.182 curtidas - 125 falando sobre isso

Comunidade ) ) . - . . SEM PRIVACIDADE
TERRORISTAS SAO O ESTADO E AS GRANDES CORPORACOES! Denuncie, mobilize contra o projeto de Lei EKI STE N 2 1 82
anti-terrorismo que quer dar penas de 30 anos p/ ativistas (J .

DEMOCGRACIA

Sobre Fotos Curtidas
Terrorismo De Estado compartilhou um link. Publicagbes recentes de outros usuarios sobre Terrorismo De Estado Ver todos
9 de abril

Ph Lima
) e LANCAMENTO------- RAP NAO VAI TER COPA (...

9 de marco as 19:51

Lei antiterrorismo "é quase uma repeticdo da época da ditadura

civil-militar", diz presidente do DHH Reginaldo Nasser
[ Escrevi algo que tem relagdio com o contelido dessa pagi...
http://www.brasildefato.com.br/node/27484 s34 - 20 de fevereiro as 10:23

| Antonino Negry
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