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pact of human rights depends on the so
‘ s specific to the digital age.
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Elevated Risk

NAME CONFIDENCE YOUR RISK AVG. RISK COMPARED TO AVERAGE
Prostate Cancer O ik 34.6% 17.8% 1.94x ==
Venous Thromboembolism Rk 17.9% 12.3% 145x =
Lung Cancer rirdrd 11.6% 8.5% 137x &
Age-related Macular Degeneration ik 8.4% 6.5% 1.29x =
Melanoma Frirdrdr 4.0% 2.9% 1.38x &
Crohn's Disease 108 ¢ 0§ 1.6% 0.5% 299% |
Ulcerative Colitis Yrirdrdr 1.1% 0.8% 1.42x |
Esophageal Squamous Cell Carcinoma (ESCC) Arirdrd 0.43% 0.36% 1.21x |
Stomach Cancer (Gastric Cardia Nk 0.28% 0.23% 122 |

Adenocarcinoma)

Graphic: http://media0.faz.net/polopoly_fs/1.2651288!/image/1561498010.jpg_gen/derivatives/default/1561498010.jpg
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Data craving
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Freedom of speech & freedom of
association on private premises

DON:T WRAPITIAND

Photo http://www.businessinsider.com/facebook- fbrape
ad-boycott-2013-5
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Dilemma 2: Enhancing and transforming
freedom of speech/ association

= Internet potentially strengthens freedom of speech and
freedom of association

= But terms and conditions of private corporations rights enable
& govern exercising these rights

= Social networks are subject to pressure from governments and
users
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ARTICLE 15.8: CROSS-BORDER INFORMATION FLOWS

Recognizing the importance of the free flow of information in
facilitating trade, and acknowledging the importance of
protecting personal information, the Parties shall endeavor to

refrain from imposing or maintaining unnecessary barriers to
electronic information flows across borders.

Source: Free Trade Agreement between the US and South
Korea (KORUS)
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GCHQ and its allies

GCHQ & German
Federal Intelligence
Service (BND):

“British intelligence
agencies were helping
their German counterparts
change or bypass laws
that restricted their ability
fo use their advanced
surveillance technology.”

GCHQ & French General
Directorate for External
Security (DGSE):

“DGSE are a highly
motivated, technically
competent partner, who
have shown great
willingness to engage on IP
[internet protocol] issues,
and to work with GCHQ on a
"cooperate and share"
basis.”
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Incongruence between Internet as global common good and

competing legitimate interests.
Strong human rights enhance the value of the Internet but

hamper the goals of individuals, companies, agencies, police

:




S'R%WSiC%ILSAI\QRE .‘
P, LI




an Marco CIVI‘I]l//\/

a: establish a comprehenswe regulatory framewp
|fy|ng principles, guarantees, rights and obI| M RJS‘ _‘

 Internet in Brazil \
-.B data retention Iogs‘:wmg net
= )

utrality etc



iropean General %gﬁ\/c?uectlon Regulation
2a: update and unify data prcgé%gn(v w QJ\MR

opean . Union — settlng an de facto internation

VISIOhS right to erasure; increase transparency (e.g. E ]
icon ) increase privacy
«  *Implementation: draftp te%\ - |
goti

NP—



n Confidentiality and Integrity of Information
echnology Systems (German basic law)

proach: establish safeguards that protect information
tems like your home (cf. Artlcle 12 UDHR) \
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~ = Addressing global private ordering vs national rule of law

= Transnational harmonization of data protection

- = International standards/principles regulating secret services

= Increased transparency/participation in int. trade negotiations
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Thank you!

Dr. Jeanette Hofmann

jeanette@wzb.eu

Wissenschaftszentrum Berlin fur
Sozialforschung Reichpietschufer 50
D-10785 Berlin, Germany



